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	Job Title
	Infrastructure Engineer

	Business Unit
	Restore Information Management

	Department.
	Technology

	Location
	Manchester

	Reports to (direct)
	Head of Infrastructure



Main role purpose:

Work with the Infrastructure team to implement, maintain, optimise and support Restore’s multi-site Infrastructure on-prem and in the cloud.
Utilise your expertise with Windows Servers, Azure cloud, VMware hypervisors and SAN storage to maintain business continuity.
Take part in incident escalations to recover or prevent business disruptions.
Proactively assist in capacity, disaster recovery and business continuity planning.

Roles and Responsibilities
· Work with and be part of the Infrastructure team to ensure business objectives are achieved.
· Implement, manage and support the IT Infrastructure within Restore environments at an enterprise level.
· Proactively support the business and ensure hardware and software systems are patched and up to date.
· Daily use of the company ticketing system to respond, communicate and document incidents, problems and service requests in a timely and professional manner.
· Create, update and maintain installation, implementation, maintenance and configuration documentation as needed.
· Support the wider business by ensuring system performance, uptime, customer SLA's and internal metrics are met.
· Abide by and comply with company compliance standards, policies, guidelines and or procedures.
· Support multiple environments; on-prem office, datacentre, virtual environments, networks, physical and or cloud solutions as required.
· Participate in paid out of hours support as part of the On-call rota.
· Occasional travel required between offices and datacentres.



Required skills, knowledge & experience
· Possess at least 5 years’ experience in a hands-on enterprise Infrastructure support role.
· Excellent understanding and experience managing Active Directory.
· Certified in at least one of the following: 
· MCSA Windows server 
· VCP Cloud Foundation
· Azure Administrator Associate
· Ability to attain relevant security clearance (SC clearance).
· Working knowledge of HA, DR and N+1 enterprise architecture.
· Excellent organisational, prioritisation and time management skills. 
· Must be able to work under pressure.
· Ability to research and recommend solutions for technical issues.
· Must stay current in knowledge of IT technologies, solutions and best practices.
· Working experience with Azure cloud platforms.
· Excellent problem-solving skills.
· Be able to communicate complex technical details to a non-technical audience.

Desirable skills, knowledge & experience:

· Certified in one of the following: CCNA, MCSE, VCP Datacentre and or Azure Architect.
· Experience with SQL and clusters.
· SAN and storage management experience.
· Windows Cluster management experience.
· Administration of Load balancers.
· Knowledge of Infrastructure and application security.



OTHER INFORMATION:

LINE MANAGEMENT RESPONSIBITILIES: 
· None

CONTACT WITH OTHERS: 
· Primarily: 
· Other IT Technology teams
· Project Management 
· Design
· Development
· Customer Service
· Service Delivery
· Sales functions
· Production Operations

COMPLIANCE RESPONSIBILITIES 

· Completion of all mandatory ISO management system and BS 10008 awareness training is required to be completed on annual basis.
· Compliance with ISO 9001 Quality Management, ISO 45001 Occupational Health & Safety, ISO 27001 Information Security, BS 10008 Evidential Weight & Legal Admissibility Management system requirements as defined in all applicable policies, procedures, and training & awareness requirements.
· Adherence to the company Acceptable Use Policy.
· Adhere to all Company Policies and Procedures contained in the Codes of Conduct, Information Security, Environmental, Health and Safety and Quality Management Systems
· Report any Health & Safety, Quality, Information Security, Environmental and Business Continuity & Disaster Recovery incidents to your supervisor/line manager.

Managers are responsible for training staff on Company Policies and Procedures contained in Health & Safety, Quality, Information Security, Environmental and Business Continuity & Disaster Recovery Management Systems.


	Post Holder
Name: ……………………………..………………………..

Signature:…………………………………………

Date:………………………………………………




The company reserves the right to amend or update this job description as the demands of the business develop. A copy of the signed job description should be returned to your local People Team. 
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